Privacy Certification

What happens after the last deliverable of an EU project?

Prof. Dr. Stefan Schiffner, BHH Hamburg IFIP Summer School, Oslo 08/08/2023



Data Protection History

 1970ies: stealing data in physical
form

 Then Automatic decision making
-> simitis first DP Law In
Germany -> Mainly to protect
citizens from the state

 Same still for directive 95
 Then the internet happend...
« GDPR

"Antiker USB-Stick" by Birger Hoppe is licensed under CC BY-NC-ND 2.0.


https://www.flickr.com/photos/13244443@N02/2972158451
https://www.flickr.com/photos/13244443@N02
https://creativecommons.org/licenses/by-nc-nd/2.0/?ref=openverse

Certification



Why do we want certification and
seals?
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* Highly complex market
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* Highly complex products
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e Clients with limited time and
expertise

A : ;
SR
..y “ X .’
\..'_.4:.4_ -

'.- ';.'..

.

* Seals and certificates shall
provide a guide to navigate this
complexity in limited time
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"Mulberry Street market, Little Italy, New York City, 1900" by trialsanderrors is licensed under CC BY 2.0.



https://www.flickr.com/photos/76204898@N00/2889530455
https://www.flickr.com/photos/76204898@N00
https://creativecommons.org/licenses/by/2.0/?ref=openverse

What could be certified?
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The General Data
Protection
Regulation




GDPR and Certification
R100

In order to enhance transparency and compliance with this Regulation, the
establishment of certification mechanisms and data protection seals and marks

should be encouraged, allowing data subjects to quickly assess the level of
data protection of relevant products and services.



GDPR and Certification

Art42 - 1

The Member States, the supervisory authorities, the Board and the Commission
shall encourage, in particular at Union level, the establishment of data
protection certification mechanisms and of data protection seals and marks, for

the purpose of demonstrating compliance with this Regulation of processing
operations by controllers and processors. |..]



GDPR and Certification

Art42 -5

A certification pursuant to this Article shall be issued by the certification bodies
referred to in Article 43 or by the competent supervisory authority, on the basis

of criteria approved by that competent supervisory authority pursuant to Article
58(3) or by the Board pursuant to Article 63. 2Where the criteria are approved by

the Board, this may result in a common certification, the European Data
Protection Seal.



Steps in the certification process per Art. 42 GDPR




Easy enough?



Research

What are the criteria for a e
' tificat dh
did we get them in the first PRIVACY FLAG

place?
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PrivacyFlag '

. PRIVACY FLAG
Brief

* Jotal Budget: EUR 4,538,437.50 (EU-contribution: EUR 3,142,999.75)
 Duration: 05/2015-05/2018
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Privacy Flag Objectives and Results

» Scalable privacy monitoring and protection solution
* Global Knowledge Database of Privacy Risks

e Delivered:
 Tools for citizens
* Monitoring Platform

* Universal Privacy Risk Area Assessment Tool (UPRAAM)...



From Universal Privacy Risk Area Assessment to Certification

* |nvestigating the potential of UPRAAM for privacy certification and labelling
e Supporting a new certification scheme on personal data protection
* EuroPrivacy certification covers

* the European General Data Protection Regulation (GDPR),

* the Swiss Law on Data Protection,

e relevant ISO standards.



Europrivacy




From UPRAAM to EuroPrivacy

« UPRAAM got a permanent home
in EP

« May 2018 CNPD published a
document for public consultation

 EP got invited to discuss CARPA

 Manny iterations later CARPA

and EP was submitted to the
EDPB

GDPR-CERTIFIED ASSURANCE
REPORT BASED PROCESSING
ACTIVITIES

CERTIFICATION CRITERIA

V1.0

Abstract

Document to the attention of organizations that want to obtain certification of processing
activities under the GDPR-CARPA certification mechanism.
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opinion of the Board (Art. 64)
&

Opinion 28/2022 on the Europrivacy criteria of certification
regarding their approval by the Board as European Data
Protection Seal pursuant to Article 42.5 (GDPR)

Adopted on 10 October 2022



Europrivacy Management

’gS d281824 8" Continuously supervised and updated by the

Europrivacy International Board of Experts

In Data Protection

Managed by the European Centre for
Certification and Privacy in Luxembourg

Adopted by the European Union (EDPB) as
European Data Protection Seal (Art. 42 GDPR)




UNCERTAINTY TRUST & CONFIDENCE

LEGAL & FINANCIAL COMPETITIVE
RISKS ADVANTAGE
MARKET EXCLUSION REPUTATION

CHECK CONFORMITY CERTIFY YOUR
GAP ANALYSIS COMPLIANCE

P




Continuous Enhancement Process
3333333 “‘

REGULATORY
CHANGES

TECHNOLOGY
CHANGES



12 Characteristics of Europrivacy

x X ¥ -

* gi@ *  The Official European Data ISO ISO compliant and easily combinable

) o

x Protection Seal for GDPR (Art. 42) —| with ISO 27001 and 27701

»*

*
Continuously updated to align with the - Comprehensive and applicable to
evolution of regulations and jurisprudences - almost any data processing activities

S Extensible to complementary
% national obligations

x X
Applicable to emerging ‘mgﬁ Online resources, tools, and

Independent and managed by an
international board of experts

technologies support

Highly reliable
with systematic assessments

@ Time and cost efficient g;% Research and Innovation

Global ecosystem of qualified
partners and experts

thanks to its innovative methodology

empowered



What does an Applicant need for certifying its data processing activities?

1. To comply with the data protection regulation
(GDPR and its national regulation)

2. To have a DPO and a record of data processing activities

3. To prepare and document its conformity
with the Europrivacy criteria



Your Smart Journey to Certification

QEP. (i)

Europrivacy.com

Document your Certify your Maintain &
conformity Conformity Enhance

A\

heck Value Enhance
& Reduce Risks & Communicate & Enjoy




llance

FIRM SUPPORT FOR COMPLIANCE

Step by Step Com

CONSULTIN

CERTIFICATION R

COMPLIANCE SUPPORT ASSESSMENT & GAP ANALYSIS CERTIFICATION & MONITORING

DOCUMENTING
COMPLIANCE
AND SELF-
ASSESSMENT

AUDIT
AND
REPORT

SURVEILLANCE AUDITS

COMMITMENT
PRIVACY PACT
READINESS
VALIDATION

l CERTIFICATION
APPLICATION
CORRECTIONS

| CERTIFICATION
DECISION

BUILDING TRUST |
& COMPETITIVE ADVANTAGE |

COMPLIANCE & MARKET ACCESS

RISK MITIGATION

© Europrivacy - European Centre for Certification and Privacy



Europrivacy Online Tools and Support
to make GDPR compliance time and cost efficient

Europrivacy Public  Europrivacy Online Europrivacy
Website Academy ommunity
Europrivacy Courses We bs | te

GDPR Certification Cost Saving Estimator

Europrivacy Academy provides comprehensive training courses to those interested in obtaining an official certification as Europrivacy

Home

experts in assessing and certifying compliance of data processing activities with the GDPR and national regulations.

Europrivacy
Europrivacy enables the assessment and certification of compliance of personal data processing activities with the GDPR and complementary

Partners & Experts . | d . ifi lati It has b desi d id f dat tecti tiviti includi . d
national or omain-speciric regulations. t has been esigne to encompass a wide range or data protection ac ivities, inclu INg services an GP EUROPRIVACY COMMUNITY Home Login Register About v Contact wr Jo)

Resources & Training information management systems. Courses of Europrivacy offer a customised learning experience to a wide variety of interested

AhAnt 8 Daliciac

professionals. Click here to learn more about the courses.

Enrolled

AUDIT AND CERTIFICATION
IN DATA PROTECTION

/®

mmunity of Europrivacy

nd auditors.

IoJEarnImore about Europrivacy, please visit:
Www.europrivacy.com

B} ‘gedicated to the Europrivacy

This estimator is prc
of a European Gene
other purpose, suck
used under the sole

Europrivacy™'® delivers gap analysis and certification of compliance
with the European General Data Protection Regulation (GDPR).

(company n: W | EARN MORE CONTACT US

Assess the hidden

Username or Email Address

sziegler@mandint.org

How many years «

What currency dc i
e - Identify and Reduce Improve Reputation Build Trust and Introductory Course Course for Implementers Course for Auditors
at is the valua' D@ @

) > Legal and Financial and Access to Market Confidence ) ) ) o )
What is the yearly Risks through GDPR certification through compliance The course is ideal for those interested This course is ideal for Implementers The course is ideal for experts who wish
Maximal GDF throuah audit and aan monitoring in learning more about what who wish to learn about the Europrivacy to be able to audit processes, products
Intermediary 7 Europrivacy is without getting into the Certification Scheme. It provides and services, as well as data protection
How would you a E . | ti technical details of the certification comprehensive training that is management systems, assessing their
Cost for the r
R uroprivacy innhovative process. Itis ideal for those who wish to necessary for professionals to ensure compliance with the GDPR and other
verage cost 1€1 H
GDPR Certlflcatlon familiarise with the Europrivacy the compliance of their company or complementary data protection
EuréprivaCy provid§5 a state of the art methodokfgv t9 Certification before committing to learn organisation with the Europrivacy regulations. It includes 18 modules Are you are a DPO, Europrivacy implementer or auditor? You are welcome to join our community by registering.
certify the conformity of all sorts of data processing with . . . . . . ificati . Nitias? I Ivh I
the GDPR. It is extensible to complementary national data how to use it. At the end of this course, Certification Scheme. necessary to quy understand the Interested in obtaining a Europrivacy Certification for your Data Processing Activities? You are welcome to apply here.
protection regulations and can be applied to emerging you will have a broad overview and Europrivacy Certification Scheme.
technologies. It enables Applicants to reduce their risks, to )
demonstrate their conformity with the GDPR, and to gained basic knowledge on the
enhance their reputation and market access. Certification Scheme

Developed through the European Research Programme

Horizon 2020, it is continuously updated by the European
and its International Board of Experts in data protection. It
is licensed to qualified certification bodies and consulting .

www.europrivacy.com
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—GP EUROPRIVACY CERTIFICATION EUROPRIVACY PARTNERS RESOURCES ABOU

GDPR Certification Cost Saving Estimator

Europrivacy Website

— GP EUROPRIVACY CERTIFICATION EUROPRIVACY PARTNERS RESOURCES ABOUT APPLY

AUDIT AND CERTIFICATION
IN DATA PROTECTION

Europrivacy™/® delivers gap analysis and certification of compliance
with the European General Data Protection Regulation (GDPR).

This estimator is provided for indicative purpose to help organisations and companies in assessing the costs and benefits
of a European General Data Protection Regulation (GDPR) certification, such as Europrivacy. It shall not be used for any

[\/;Zi;’:& Identify and. Redl.Jce Improve Reputation ﬁfl Build. Trust and other purpose, such as quantifying exact risks or amount of fines issued by National Supervisory Authorities, and shall be
=%  Legal and Financial and Access to Market > Confidence used under the sole responsibility of the user. Comments and suggestions to enhance the tool are very welcome.
Risks through GDPR certification through compliance
through audit and gap monitoring
analysis (company name)
Assess the hidden cost related to GDPR penalty risks Estimate
. . How many years of activity do you want to consider? 3 V| years
Europrivacy Innovative ’
.. . What currency do you use? € v
GDPR Certification What is the valuation of the company? (enter amount)

Europrivacy provides a state of the art methodology to
certify the conformity of all sorts of data processing with
the GDPR. It is extensible to complementary national data
protection regulations and can be applied to emerging
technologies. It enables Applicants to reduce their risks, to
demonstrate their conformity with the GDPR, and to
enhance their reputation and market access.

Developed through the European Research Programme
Horizon 2020, it is continuously updated by the European
Centre for Certification and Privacy (ECCP) in Luxembourg
and its International Board of Experts in data protection. It
is licensed to qualified certification bodies and consulting

What is the yearly turnover?
Maximal GDPR fine
Intermediary GDPR fine

How would you assess the probability to be fined?

Cost for the risk to be fined per year

In case of a fine of 10 000 000 Euros:
What would be the probability (percentage) to expose your
company to bankrupcy?
Cost of the risk of bankrupcy over the considered period of
time
If you are a privately owned company, what percentage of your
shares may be sold by your shareholders?
If you are a publicly traded company, what percentage of your

(enter amount)

(will be calculated)
(will be calculated)
2% v~

(will be calculated)

(percentage, e.g. 3)

(percentage, e.g. 10)

[ B re B 1f\\|

(will be calculated)



